Communication Networks:

Public carrier Telephone networks: 


■ primarily analog


■ Digital circuits like T-carrier systems, ISDN



sit on top. Primary role: Multiplexing many

              calls onto one cable.


■ Also support, tolerate private telephone nets.


■ SS7 (Signaling System 7) routes telephone 

           calls from one phone to another across and 

           between the various telephone nets. 

INTERNET


■ Started as an ARPA project in 1960s


■ First appearance: 4 nodes connected by 56 

          Kbps circuits. Military started its MILNET.


■ In mid-80s NSFNet came into being. 



56 Kbps 
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■ Merit, IBM and some other companies began


a separate network based on TCP/IP
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 Internet


■ In 1995, NSFnet was decommissioned.
Internet is a conglomeration of private networks each with its own brand of admin support. They all use basically same technology (TCP/IP, ATM, LAN, etc.)

A private network module may need 


■ high-level of security (as in military)


■ flexibility (as in university)

■ stability (as in business)


■ bandwidth (as in a multimedia site)

Therefore:  Internet = 
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Traffic goes from one network into another through 

NAP (Network Access Point). NAPs provide general switching for the public. 

Physical ports of all Network Service Providers (private companies) connect to the “Internet backbone”. Peering agreement between private network units is also possible. 
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Network components:

Cables: important parameters: Max.length, shielding type, cable medium (copper, fiber-optic)

Normal varieties. Unshielded Twisted Pair cable.
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CAT1:  Voice only. Telephone wire

CAT2:  Max. frequency support 4 Mbps used for telephone wiring (have four wires = 2 pairs). For local talk.
CAT3: Commonly used for Ethernet 10BaseT networks and rated for 10 Mbps (have eight wires).
Max. segment length 100 meters. 

CAT5: For Fast Ethernet 100BaseT (100 Mbps). It also supports 10BaseT, Token ring and Telephone. Most common wiring used in Networks. Max. segment length 100 meters. More expansive than CAT3.
The cables are joined at a connector. Standard one is 

RJ-45 connector. It looks like telephone jack.
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CAT6: For Gigabit connections only. 
Coax cable: Copper based as for Cable TV. 50 
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 or 

75 
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 impedance varieties. Thin coax cable = Thinnet
and Thick coax cable = Thicknet. Usually supporting 10Base2 (200 meters per segment 
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 185 meters at most) thinnet applications, and 10Base5 (500 meters per segment ..) for thicknet applications. 

For cables, the BNC connectors are used. 
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Fiber-optic cable: Not susceptible to EM interference. 

Supports transmission/propagation at a distance of 2000 meters and at a rate of Gbps. Signal propagates via light inside a cladded glass-core. 
Not all computers are connected by cables. Wireless LANs, Routers are common right now. 
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Wireless connection is provided by hf radio signals, infrared light beams, laser beams over a short distance (about 200 meters). For longer distances, wireless communications take place via cell phone, microwave transmission, via satellite. 
Great for laptops and remote computers to connect to a LAN. Disadvantages: Poor security, susceptible to interference from lights and electronic devices. They are also slower than LANs with cables. 

In cable installation, the following should be observed.

· Always use more cable than you need. Leave plenty of slack. 

· Test every part of a network as you install it. Even if it is brand new, it may have problems that will be difficult to isolate later. 

· Stay at least 3 feet away from fluorescent light boxes and other sources of electrical interference. 

· If it is necessary to run cable across the floor, cover the cable with cable protectors. 

· Label both ends of each cable. 

· Use cable ties (not tape) to keep cables in the same location together. 
In cabling, some constraints need to be observed. For instance, for Ethernet systems one could use a tree topology as shown provided one uses 5-4-3 rule. 
5-4-3 rule:

a. between any two nodes in the network, no more than 5 segments must exist connected through at most 4 repeaters/concentrators.

b. Only 3 of the segments may be populated segments if they are coax cable base. 

5-4-3 rule is not needed for other protocols, for fiber based cabling, or for combined fiber backbone + UTP cabling. 

Cable extenders:

Hubs, bridges, switches, routers, gateways.

Hub: A repeater at layer 1of OSI system. It provides the physical connection between two cables. They act as multiport repeaters. All hub connections must use same network protocol. Hubs work directly with the network signal itself, not with the data as such. 
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Bridges: A layer 2 connector. A bridge inspects frames to see where to send them. Decision is based on the MAC address of the LAN or the ring number of the Token ring. 

Switches: They began as multiport bridges with 12 or 24 ports but having more functionality than usual bridge. It’s almost like bridges, but …

■ Each switch tries to learn the addresses of their 


clients, servers, peripherals, etc. (their port 

       addresses)


■ Each switch port provides a smaller collision

        domain for incoming communication as though 
        it is connected only to a few devices at most. 


■ Information passed directly between machines.

For a congested network, hubs could be replaced by switches. This gives more performance to the network. Otherwise, don’t use switches – performance might degrade.

Some sample questions:
1. How many components are minimally required to connect 3 PCs using an Ethernet hub? How many power cords are required? 
2. Two PCs are located in adjacent room and a third PC is in a building 200 yards away. How would these be connected to form a local network?
3. You have a network of 10 PCs. 5 PCs are connected to one Ethernet hub and the other 5 to another Ethernet hub. Both hubs are connected to a switch. A router connects your switch to a remote office with an identical configuration. How many MAC addresses will your switch learn?
4. You have a single PC in Utica and another PC in Buffalo. What is the least number of components required to connect the two PCs?
5. There are 20 PCs in your network. 5 PCs are connected to one Ethernet hub and 5 PCs are connected to another hub. Each hub is connected to a separate switch and both switches are connected to a separate router. The routers are connected via an Ethernet bridge. The remaining 10 PCs are directly connected to one of the two switches. How many Ethernet segments are there?
6. How many networks can a router connect?
7. At what layer does FDDI operate?
8. Computer A is on a Token Ring network, connected to an Ethernet network by a router. This Ethernet network is in turn connected to another Token Ring network by a bridge. Computer B resides on the second Token Ring Network. Explain what happens to the data sent by Computer A to Computer B. 

Distributed and Centralized design:

In a centralized design, we have a controller that controls the whole dynamics either via polling or via interrupt. Single point vulnerability. If controller fails, network goes. e.g. Cellular telephone system

In a distributed design, the protocol is more complex. E.g. Ethernet, Aloha, token bus, …

Circuit-mode vs Packet-mode design. 

In a circuit mode transmission, first a probe is sent to discover from the source to destination one complete available path. If the path exists, the caller is invited to send the message and the message is delivered without breaking it up. During the entire message transmission, the circuit must exist.

In a packet-mode design, the message is fragmented into number of correctly sized packets.

Connection-less and connection-oriented   
In a connection-less system, each packet travels independently of others in a datagram mode. This is cheapest way to send to destination. 

In a connection-oriented system, packets follow each other like a train of packets via several routers en route.

This provides more robustness in transmission. Expensive. TCP is connection-oriented end-to-end protocol. The alternative to TCP is UDP is connection-less end-to-end protocol.
Smooth vs bursty transmissions:

Data transmission is usually bursty; voice transmission is usually smoother. Circuit switching basically favors smooth transmission and unless one uses TCP type protocol, packet-transmission has low bandwidth utilization because of bursty nature. This creates a problem. Hence, the need for packet shaper when using Internet.

Multiple Access. 

On an n-node network, direct point-to-point connection requires 
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 links. Too expensive. Hence, the rationale for Multiple Access or shared network. Whenever multiple users access a single link or a single frequency or time to send packets, we have a multiple access case.

The appropriate protocol is handled at the MAC (Multiple Access Control) sub-layer of the Data-Link layer. 

Point-to-point transmission used for WANs (except to satellite). MA would be too slow for WAN. 

All LANs are MA architectures. So are:

a. Cellular telephony: All cell-phones within the same cell communicate with their same base station. Shares space and radio frequency spectrum.

b. Wireless LAN: All wireless notebook and laptop computers communicate with the same transceiver for that network using same frequency space.

c. Packet radio: Used for distant links between wired LANS. 

d. Satellite: All stations use the same satellite to uplink at some frequency; the satellite in turn rebroadcasts the received msg at a different downlink frequency.

Basic MA technology:

a. Time-division Multiple Access (TDMA)

Split time into several mutual exclusive segments. Each station transmits at its allocated time-slot.

b. Frequency Division Multiple Access (FDMA)

Split frequency (bandwidth) into several mutual exclusive bands. Each station transmits in its allocated band; receptions may be facilitated at a different frequency.

c. Code Division Multiple Access (CDMA)

In the frequency hoping CDMA (FH/CDMA), transmission starts at a frequency 
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, and so on!

Here, the time points where frequency hoping takes place are evenly spread out. 

In CDMA proper, both the time point and the transmission frequency change over time; the schedule of this must be known in advance by the receiver.

In Direct Sequence CDMA, each binary bit is represented by a previously agreed upon strings (the codeword) such as:


If received  0100 1100  consider it to be a 0


If received  1101 1011  consider it to be a 1

Each bit in the codeword is called a “chip”. Each chip is transmitted at a different frequency to make it even more difficult to trace. Ideal for security. 
Centralized Access:

Basically a master-slave relation (client-server architecture)
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If  
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 stations and walk-time from a station to the next station via the server is 
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 (assuming a polling scheme), the cycle length in a zero-traffic case would be 
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. This is the minimum time a station has to wait before sending a packet. If a packet transmission time is 
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 at a station, the system efficiency during light load is 



[image: image28.wmf]t

w

t

+

=

n

e

light

    



[image: image29.wmf]t

w

t

t

w

t

+

=

+

=

n

n

n

e

heavy

  assuming everybody transmits.

Obviously, 
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The ratio of the delays is  
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The reservation mode Central Access is exactly the same. In the simple case, the time is slotted as in TDMA; when a slot arrives only then a station gets to send. 

Circuit-mode Access
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For cell-phone type systems. Each broadcast area is divided into a number of cells. Each cell is controlled by a base controller. 

When a cell-phone wants to transmit, it sends a registration packet to the base controller for permission of access using ALOHA protocol. Once the base station is accessed, the base channel would open up a channel in one of the acceptable modes: TDMA, FDMA, CDMA and invites the sender to transmit as if using the circuit-switching land-line.

Distributed Access
A. Aloha Protocol.  Simplest of all. Transmit when you need to transmit. If collisions with other transmissions, try again. Truly a random access!
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Assume, an infinite population of stations transmitting frames.  
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 secs are required to transmit (includes maximum propagation time over the channel) a frame. 

S = average number of successful frame transmission


   per frame transmission time 
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 1.0

G = average number of offered frame transmissions

        per frame transmission time 
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G comprises new frame transmissions + retransmissions. 
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Not all frames survive! A frame is vulnerable for a period of 2
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 period in Pure Aloha after it is transmitted. 

Therefore, for a frame to survive (in Pure Aloha) there mustn’t be any transmission within this period. 
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Given that G frames is the load (number of attempted transmissions), 
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where 
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 prob (no other frame is transmitted during its vulnerable period)

Now, as per Poisson arrival of frames into the network, probability of k frames appearing in one frame time 
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 of 0 frame in two frames time = 
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Thus for a Pure-Aloha, throughput equation is
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B. Slotted-Aloha Protocol. Attempt to transmit only when a time-slot appears. Time-slot width is 
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 secs.

Vulnerability period in slotted-Aloha: 
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 secs. Therefore, 
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 probability of a zero frame transmitted during its vulnerable period = 
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Slotted-Aloha throughput:  
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On average frame-delay.

On pure-Aloha , number of attempts per successful frame transmission is
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Number of retransmissions per frame is 
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For each retransmission attempt, there would be a random back-off period B units plus a transmission delay of 
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units. Therefore, every frame suffers an average transmission delay of 
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B depends on back-off strategy. On no back-off (persistent scheme) policy
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In terms of unit frame transmission time, the normalized delay is 
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C. Carrier-sense protocols. Sense the medium first. If a transmission is in progress, do not transmit. Reschedule transmission till the cable appears idle. 

This is a single-hop CSMA strategy. 

Some more texture. Assume medium access is through available time-slots of duration 
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. Several transmission strategies:

1-persistent CSMA: If a time-slot is sensed idle or found idle, transmit on the next slot with absolute certainty. 

p-persistent CSMA:  If a time-slot is sensed idle or found idle, transmit on the next slot with probability p.

0-persistent CSMA: If a time-slot is sensed idle or found idle, do not transmit on the next slot. Let this one go. Attempt to transmit on the next one if sensed idle.

Non-persistent CSMA: Just like 0-persistent, but the 

Station doesn’t monitor the channel. It’d attempt to transmit on the second coming slot. 
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On a multihop CSMA, one may discover an idle channel even though it may not be (hidden terminal problem) truly idle. Rude-CSMA is one possible alternative. 

Nelson & Kleinrock, “Rude-CSMA: A multihop channel-access protocol”, IEEE Trans. On Communications, vol. com 33, August 1985
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Hidden terminal problem decreases CSMA throughput on a multihop net. Rude-CSMA attempts to recover the lost throughput by attempting to transmit it sometimes even if the channel is sensed busy. 

Motivation: Busy channel around the transmitter doesn’t always mean the intended receiver is busy. 

So, let’s be rude and it might pay! 
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Station 1 may sense a lot of traffic between Station 3 and station 4. But that does not mean Station 2’s neighborhood is busy. 
Carrier sense multiple access degrades to that of the ALOHA protocol in ad hoc networks because of this. 
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